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Corporate Capabilities for Government Overview 
 
Executive Summary 
Management Communications Incorporated (ManCom Inc.) is a certified Veteran 
Owned Small business that has been in business since 2012.  Our Management 
and Executive Team has more than 60 years of combined experience supporting 
federal, DoD, state, local US Government agencies as well as schools, universities, 
and libraries. 

ManCom is a Microsoft certified Cloud Solutions Provider (CSP) that brings years of 
experience supporting and providing training for Microsoft SharePoint, Teams, 
One Drive and other 365 and cloud services.  We are an authorized Microsoft 365 
license advisor with a thorough understanding of the Microsoft 365 Academic 
Licensing use case, cost discounts and purchasing strategies. 

We are one of the few small businesses that provide Microsoft licensing, consulting 
and application development services which makes us uniquely and expertly 
qualified to support the College of Charleston.  ManCom currently provides 
Microsoft 365 and SharePoint training, development, migration, updates from 
“Classic” to “Modern View”, consolidation with Teams and One Drive.  Our team 
has developed sites for small, medium, large, and very large organizations to 
support records and document management, document retention, Section 508 
Accessibility, data governance and other task objectives related to Microsoft 365 
Cloud Applications. 

ManCom is located at 8601 N. Black Canyon Highway, Suite 117 in Phoenix 
Arizona.  Within our facility is our Executive and Management Team, technical and 
administrative staff, shipping and receiving, finance and accounting as well as our 
subject matter experts for technical support, licensing, website development, 
records management, and digitalization services.  Additionally, our facility contains 
a lab that is used for test and evaluation, media conversion and other task 
requirements currently provided to support federal, state, academic and commercial 
customers. 

Darrell Leonard 

President | Chief Executive Officer 
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Why Us? 
For US government agencies, ManCom provides cloud services that must meet government security and compliance requirements. 

 Microsoft AZURE for government – physically isolated datacenters and 

networks (located in U.S. only) to provide highest level of security & 

compliance services. 

• FedRAMP 

• NIST 800.71 

• ITAR 

• IRS 1075 

• DoD L4 

• CJIS 

ManCom validates each cloud computing element as a quality standard and integrates it into each separate cloud computing service offering.  ManCom cloud computing 

services have inherent controls focused on NIST 800-145 to support DFARS compliance.  ManCom recommends solutions that provide shared resources in a secure 

environment while aiding in the drafting of policies that substantiates business processes and data retention in a cloud environment.  ManCom focuses on all levels of 

controls to include Access Control, Awareness, Accountability, Configuration Management, Identification and Authentication, Physical Protection, Risk Assessments, 

System and Data Integrity, Incident Response, Maintenance and Training.  Other levels of controls are supported in our quality surveys and action planning. 
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Secure Cloud Services & Capabilities 
All shared resources in a common environment are safeguarded at high or 

moderate levels depending on the customer or tenant.  ManCom 

understands the evolution of technology in the cloud computing 

environment and is aggressively working with original equipment 

manufacturers to ensure they understand the nuances of NIST 800-145. 

For US government agencies, ManCom and any subcontracting partner 
providing cloud services must meet government security and compliance 
requirements.  An example of supporting network access is Microsoft Azure for Government.  Azure Government provides world-class security, protection and compliance 
services that are utilized as broad network access.  Azure Government delivers a dedicated cloud enabling government agencies to transform mission-critical workloads to 
the cloud.  Azure Government services handle data that is subject to certain government regulations and requirements, such as FedRAMP, NIST 800.171 (DIB), ITAR, IRS 
1075, DoD L4, and CJIS.  Azure Government uses physically isolated datacenters and networks (located in U.S. only) to provide the highest level of security and 
compliance services. 

Azure Government customers include only those agencies that are US federal, state, and local 
government or contractors that support government requirements.  Typically, we strongly 
recommend all contractors supporting US Government requirement maintain Azure Government 
and Office 365 GCC Tenants to ensure compliance. 

ManCom provides NIST compliant software applications that has been vetted and approved as 
recommended solutions to our customer base.  Applications such as, but not limited to Azure, 
data and network support center operations, Microsoft 365 GCC are just a few that provide and 
ensure compliance with NIST Standards.  Our proposed services require all personnel to 
include all OEM’s that provide services in support of our customers are U.S. Citizens, all data is 
protected by individual and approved firewalls.  Data is encrypted and housed within the 
continental United States.  Our services are constantly monitored and measured against our 
Quality Control Plan and Surveillance Plan (QASP) and vetted against our Quality Plan. 

  

*Bonus Capability 

ManCom is an industry advisor for the Federal Government concerning modernization, electronic document management systems and the overall improvement of the 
government’s digital strategy. 

-ManCom’s President & CEO is on a Digital Governance Senior Steering Committee and various Cross Functional teams 

-ManCom’s solutions are secure, out-of-the-box, customizable, and within compliances with all Federal Regulations 

 

Security is always the PRIORITY in Digital Strategies and ManCom is committed to protecting and transforming the government’s IT culture
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ManCom’s Commitment to Cyber Security 
ManCom takes Cyber Security very seriously; therefore, we place the highest level of attention to your network infrastructure and ensuring that you are protected from 
threats as our first integration metric working with your agency or business. 

At ManCom, we view cyber security from a granular level with an understanding that Cyber Security is not only hackers 
attempting to break past your firewall and wishing to breach or disrupt your business practice but, ‘Cyber Security’ is much, 
much more. 

Cyber security is important because government, military, corporate, financial, and medical organizations collect, process, 
and store unprecedented amounts of data on computers and other devices.  A significant portion of that data can be sensitive 
information, whether that be intellectual property, financial data, personal information, or other types of data for which 
unauthorized access or exposure could have negative consequences.  Organizations transmit sensitive data across networks 
and to other devices in the course of doing businesses, and cyber security describes the discipline dedicated to protecting 
that information and the systems used to process or store it.  As the volume and sophistication of cyber-attacks grow, 
companies and organizations, especially those that are tasked with safeguarding information relating to national security, 
health, or financial records, need to take steps to protect their sensitive business and personnel information.  As early as March 
2013, the nation’s top intelligence officials cautioned that cyber-attacks and digital spying are the top threat to national 
security, eclipsing even terrorism (De Groot, 10/5/2020 Digital Guardian). 

We plan to leverage as much information gathered and provide solutions to our customers to ensure they are aware of cyber 
threats that may exist within their network architecture and how to mitigate them. Prior to, during, and after the migration, we 
will review and test policies and procedures with data security and cyber policies as critical factors in all areas.  Our extremely 
knowledgeable cyber security team will ensure all internal policies as well as Einstein3, the 2018 FISMA Metrics, OMB M17-25, and the DHS NIST Cyber Security 
Framework are measured, corroborated, implemented, and maintained.  Our team is expertly qualified in implementing and supporting Federal Cyber Security Mandates 
and will provide detailed reporting on security status throughout the process.  Additionally, we will provide recommendations with details on how recommended solutions 
will increase current security standards and apply to policies and mandates. 

Top Identified Cybercrimes 

1. Phishing Scams 

2. Identity Theft Scams 

3. Online Harassment 

4. Cyberstalking 

5. Invasion of Privacy 

ManCom stays abreast of cybersecurity news in our rapidly evolving world of cyber threats.  ManCom is engaged with the most relevant cybersecurity 

vulnerabilities, advisories, and news for our U.S. Federal government customers. 

 

http://www.umuc.edu/cybersecurity/about/cybersecurity-basics.cfm
https://digitalguardian.com/blog/biggest-incidents-cybersecurity-past-10-years-infographic
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Cyber Security Capabilities 
ManCom knows that Cyber Security starts with understanding your business’s mission and capabilities and assessing potential threats by evaluating your current 

infrastructure and determining the appropriate course of action(s) in the discovery phase to include ensuring the authenticity of the products you are utilizing.  In addition, 

ManCom collaborates via joint ventures and teaming agreements with some of the industries top Cyber Security SMEs. 

Phase I Discovery  

Facilities and Physical Controls 

• On site review of facilities, document controls and access 

• Discussions with leadership operations and staff 

• Findings and Recommendations Report 

Email Accounts, Users and Logical Controls 

• Email Encryption – Zix Email Encryption 
o Email Threat Protection 
o Email Encryption 
o Secure File Share 

• Verification process with Microsoft and your Agency/Organization 

• Convert standard accounts to Government Email accounts 

Phase II Developing a Compliance Plan 

Compliance Plan 

• Plan to include changes required to comply with 252.204.7012 / NIST  800-171 

• Plan addresses and provides an outline applicable to all phases of compliance 

• Hardware or other cloud services - Creating a secure documents repository and relocating files and archived documents (SharePoint) 

• Site Content Maintenance and Permissions 

o Incident Response Plan 

 

 

 

 


